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u Data Policy

- Data Discovery

= Data Proliferation

Data Classification =

= Data Risk Level

m Data Protection

Special Categories / Sensitive Data

— Contract

m Consent

= Vital Interest

Lawful Basis for Processing —

B Legal Obligation

= Public Task

— Legitimate Interest

u Duties & Responsibilities

Data Processing Agreement

Controllers & Processors =

- User Requests

— Government Requests

DPIA (Data Protection Impact Assessment)

Cross-Border Data Transfer

Anonymisation




LawTful Basis for
]E ‘h Processing

Thitirat Thipsamritkul




gulun1suszalana (Lawful Basis)

W.5.U. ANATRITDNARIULARA

(31R97 24)
Consent ANNE UL DN
- ANV IR
Vital Interest 2L UAINFRTIN/SNNE/AUNN
Contract &y
Public Task / Official Authority NNINAFBITUL/ATUNATT

Legitimate Interest Uszledlnemausengmsie
Legal Obligation™* Uftimmmnguane

* Fosamiiuunsmidnilesnunanznssumslsemamviua

%k k d v 1 Y = 9 w Y 1A Qzll &' k) Y 1
‘]Ji$IEJ“D’L!@QﬂﬁTNIff]\1]1113Jﬂ’JﬁJfﬂﬂﬂluui’]EJﬂ’NfT‘VIﬁﬂluWHiTuﬂlﬂﬂlmﬂlﬂﬂ"Uﬂyjﬁﬁluuﬂﬂﬁ



FIUAYYN w99 §IUANNEUYDY
(Contract) (Consent)

o & o v @ ay 1% v
A7b1lU AAnsUFIN NI9LADN TRIANUDIUDNA

V0L AT LANAIRLAT BLNARNUTUNNIRIAANHIEIT
= I
8

IHARWTUAS lULAT

v o

ayainsAIRnAIUTIAaI eI Tayatinsmsnnnaan Iy lbsan 1diive
ANNATAINlUNITANe IuATIsiall



a WA

Tumsiuamudaan

— puunfvasnsaiiunulmdulumudyan
1 = = v =\ dIQ 49( V)
* Lisaunsnsaldyrtannmiiinduaindgyyn
X LTJ@Lmﬂﬁﬂ’aaﬂaﬁlﬁmammmauaﬂLﬂ'aaﬂmmmwﬁ
X swsnndeyaiiietieaderonisluiufuRnmdyan

X Wawedoyalunsilauszyadunindiiovaldnil

— | §7UBU WU HaUsEleTUIUTRUTTIU AUTUL DN




AN (default) VBIAUEUL DY
GDPR Art. 7, #.5.U.A1AT09T0YadIUUARS 4. 19

« a v a o v v v,
* “Ilagdass LNILR1EN LAenNTIUVIYATNINEIVDY LATALAS

(GDPR - Freely given, specific, informed and unambiguous by WHAT

a statement or by a clear affirmative action.

. fatuAsdu Opt-in Lawa !
. x Pre-ticked T4laila !
. U Opt-out 1alylaanizursusun (Wu gnAna

* lineuivziAusIusiudeya

1 & dl' Y a 1 Y a
o Laitlusaulayasnisliusnis / uenaueenainnisiviusnis

* JngUseavaanzsarzas lneidhdald wihlaly o1ude
CONTACT
* Umauaenlvuiiasla vseneulalaeluideuselov




) d' v T :i = U Y b 74
mmﬂuﬂmm‘lﬂumauﬂﬂgﬁmmzuwamﬂﬂw

o ¥ 1#lsil&~u GDPR

v /= 7} 1 nia 1 o (3 a
. Uﬂfa{lﬂjmwwnsm%agnmmemmamn + INTU399
o X AMUIUYDULUULIINIS2U (Blanket Consent 1laila 1t
° LUNLLYY
Clec offlaia ¢ §Ef
aeccood

z éflld&ided

* A73KAEazBEaaUSUU T A LB s BuaanArasiuNgvineUagdu
e Laaun1svly + Yeam1edmsu opt-out

* LILBINTANRDTINTIUAUGNAT



a :i >V T :i = | VU v Y
ﬂ'ﬂllﬂuﬂ?)llﬂ"lﬂinﬂ@“ﬂﬂﬂﬁﬂ1ﬂﬂ$3~lﬂﬁﬂﬂﬂﬂﬂl‘ﬂ

* feee: “glausmsBugenliuien X Whisweyadiuynnaves
ﬁ[,%mﬂmwaiﬁi’ﬂumiﬂiwmamamamamumﬂamaqEfLﬁammﬂm
L‘m‘mmLUuLwaiJﬁvaiﬂuﬂﬁmLuuﬂﬁﬂiwﬁqmﬁmﬁmi
I@‘c’Jﬁ’JﬂJmﬂ’]ﬁ’JLﬂ'ﬁ’wm},am’]ﬂLL;JNuﬂ/l’]ﬂﬂ’]’ﬁma’]ﬂ AANTTUNIS
NSAATA LagnaNTINDU anvdugeuliiliusnsulsteya
Y1IENT SIUNTALEAIUANTVY LA UBLAUBAN NN UNITALAS
LagN15¥8Y18 FUA1 U58UINSA9VRElAUINS MaenIuNT
lusnisles sruduymrady Fesunsdugsulugliusng
AUSUAINY A wazlauTaYadIUYAPAYBI LTUINITLALA
YPPANIEUDNLA”



a\ 4:; v T d' = VU U b 74
ﬂ”cl'lﬁJEl‘HflmJ‘Vl"lmJ1ﬂ@uﬂﬂ§]ﬂu1ﬂfﬂzuwaﬁﬁﬂﬂ1‘lﬂ

* foge : “HleusnistugeulnuIdv X WinwweyadiuyAnaves
Adusmsiielilumsuszunanadeyadiuyanavesglduinnsidiving
snduieuseTovilunmsdndunisuiuusinistiuins Tnesauds
N1ALATITHUALINUHNUNINNITAAIN NINTTUNNNITAAN AL
Aanssudug Snvsdusesliglviuinisudedona 912813 19073
daaSun15v7e wazdelauaneqfeatusaias LATN58BYNE
AUAT Y3BUINITA199 Va9 1USN15 naanaunshiuinisla g saudy
yarady Fesadadusenlyigliunisanunsadame ds uagloudous
AUYAPAYBINLTUINITITLNYAPANBUBNA




u -
* NM5UBANNTUYBNIINH LTI u N
® ASYINNSHATALUUNTY

(Direct Marketing

Uﬂﬁﬁmﬁz%’au

* SYUUALNTYNALAULAL
(Loyalty Program

¢ ﬂ’ﬁi‘?ﬂ?&ﬂi’]LLUUL"U’]%QQL%’MQJ’]EJ
(Targeted Advertisement

* NMsluvayaimIaviudnNiiiansyeuy
DAY



FUUHUARUNHYNY e §IUAISNRESITUE 7
(Legal Obligation) (Public Task)

(WAdLANYaYa) UPRaunguanen | (1911109) dgiaudaninaussanisnia

ABYYINDEUAT A181T0UY

LT UAITaYAN173N RUABUNENIUEE Aa3snInTtszananadayaNuLAaL
A79NNT

AIANINNNIIRURITRYANIINNGINIINTN  MlenususunIsWanRIulszuaans
Wasdelviaenutlsnuisunisen 3u dayagsnssununasdeiivatii linsasatsie



FuHaUselevuduvausssy (Legitimate Interest)
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‘ . .
QiR Data Protection Officer (DPO)

Chawin Ounpat



Who must

designate
DPQO?

public authority & body (as designated by the
Committee)

data controller & processor where the core
activities consist of regular and systematic
monitoring of data subjects on a large scale (as
designated by the Committee)

data controller & processor where the core
activities involve the processing of sensitive data



Who is qualified to be a DPO?

business
model &
organization

IT and data data
management protection law



Controller/Processor and DPO

E l,;s\

Employment contract Service contract




Tasks of DPO

Ensuring Ensuring the compliance with PDPA

ZSlgfelganiales . Performing tasks in an independent manner

Ccleles e Cooperating with the regulator



Safeguards to
ensure DPO

can act in an
iIndependent
manner

No instruction by the
controller/processor regarding
the exercise of the DPOs tasks

No dismissal or penalty by the
controller for the performance
of the DPQO’s tasks

No conflict of interest with
possible tasks and duties



DPO must be supported by the
controller/processor

necessary resources
must be provided to
perform DPQO’s tasks

/

failure to provide

sufficient resources for

DPO leads to

controller/processor’s
liability

/
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o

E s DPO liable for the failure
to comply with PDPA?



Data Protection Impact
Assessment

When it is likely to result in a high risk to the rights and freedoms of natural persons

Piyabutr Bunaramrueang



Data Protection Impact Assessment

assessment of the
9 systematic description necessity and

proportionality

. assessment of the risks
\ V4

. ® measures envisaged to
[1|"  totherightsand ( Y dress the rick &
freedoms « address the risks
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Risk to the rights and freedoms
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Factors of high risk to the rights and freedoms

Systematic and

extensive Processing of Public
@9\ profiling with g sensitive data on monitoring on a
significant a large scale large scale

effects



. Automated-decision Systematic
Scoring 9 . @ .
with legal effect monitoring
:-\ o, . = 91X .
{KQ\\\\ Sensitive data = Large scale 153 Combining datasets
P t dat
Vulnerable data & . re\-/en ) a. °
, T Innovative use ® subjects’ right or
subjects an

aCCess



DPIA
Identification

Monitoring and

- Description
review

D P |A P ro Cess D;)ﬁ;lnglzr;tr?itr:gn Consultation

Measures to Necessity and
mitigate propotionality

Risk assessment




Data Processing
Agreement (DPA) &
Cross-Border Transfer
(BCRs)

Piti Elamchamroonlarp



Overview

Data processor in
Japan

A

A company policy

A 4

Data controller

What else do they need?

Customers

A

(a company operating its
business in Thailand)

A

A normal service
agreement

Data processor in
Thailand

A\ 4

Products/services (Data subjects)




DPA (Data Processing Agreement)

General
provisions

Serving as a part of the main service agreement (e.g. an
annex)

Status of the parties (e.g. a service provider as a data
processor)

Definition (including data breach)

Undertakings

Processing only as legally instructed (e.g. the processing is
done in accordance with the collection and processing
objectives)

Suitability of the processor’s security system

The processor’s duty to handle a data breach

Data storage and deletion




Cross-border data transfer

1. Restricted transfer

Definition of cross-border transferring
Transfer vs. Transit

2. Adequate level of
protection

Applicable law

Institutional framework
International obligation

3. Exceptions

(for example)

* consent & contract
* vital interest & legitimate interest

4. Binding corporate rules

(for example)
* Binding corporate rules (BCRs)




The policy

= Legally binding effect
" Parties that are subject to the
legally binding rules

Definitions

e Corporate control (and a list of

affiliates)
* Transmission and excluding transit

Protection

e Lawful basis for data processing
(e.g. providing details in an annex)

e Security of the system
* Data storage

BCRs
(Binding
Corporate
Rules)



BCRs (Binding Corporate Rules)

Rights of the data
subject

* Those guaranteed by the PDPA (in

absence of the local law)

Mechanisms

Duties of a DPO (if applicable)
Data breach

Complaint

Investigation




Anonymisation
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Use just what you need to use &
Most of the time, you don’t need to know or provide IIP.
Information from data is derived from inference.



1. What is data anonymisation?
Outlines 2. Who has to do it?
3. How to do it?




1. What?



Anonymisation?
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2. Who?
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3. How?
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Trade-offs

Utility Confidentiality

DE

Type of

anhalvysis :
Y Environment




Low confidentiality

High utility

UNICORN

Change
type of
analysis

Don’t be
here

Low utility

High confidentiality



Utility 100%

Utility 0%
Privacy 100%

Privacy 0%
%o TULAA AT LY
N | 7 @&WAN 2550 A
U | 23 HUIAN 2550 C
3 25 UNTIAN 2551 B
Utility 50%
Privacy 50%

T TULNA ATLLUL
n - A-C
9 - A-C
A - A-C
T YULNA ATLUL
N 2550 - 2551 A
9 - -
A 2550 - 2551 B




Data situation

Data flowchart

Controller/processor?

Data characteristics

All principles applied
(legality, consent, etc.)

Risk Measures

Data evaluation Change data

e Meta-level > Micro-level
Tests o Aggregation

» Motivated intruder test * Drop :
* Precedent comparison * Sampling
e Distortion

1 e DNi i ; %k %
Possible attacks Differential privacy

e Linkage
e Attribution
e Subtraction
e Ftc. * Who can access?
e What analysis?
* Mode of access?

Change environment
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More concrete?
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Privacy Utility Easiness



Which method should | choose then?
[T P-

Pseudonymisation  aAoo001 !@#EER

A00002 !e#SEW 48

K-3 nonymisation A000?? 1????? 30-50
A000?? 1????? 30-50

Differential privacy* 0+7

1
Similar method at the record level'is ‘synthetic’ data which doesn’t fall into DP



What this guideline will tell you in detail?

WHEN IS K="7? DIFFERENT PRIVACY
PSEUDONYMISATION EPSILON?
SUFFICIENT?
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